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OPUS IEC 61850 converter

1. Order information

Enedo part numbers IEC61850 SCADA adapter and DC/DC supply converters

Order number \ Description

8320X0015545 | Wago 750-8202/025-002 IEC61850 master controller KIT (OPUS VIDI slave), DC 24V input
XXXXXXXXXX48 DC/DC converter 40-90VDC / 24VDC 2A, Wago 787-1014/072-000

ADC5721 DC/DC converter 85-200VDC / 24VDC 2,5A, Powernet ADC5721

Xxxxxxxxxx220 | DC/DC converter 120-373VDC / 24VDC 2,5A, Wago 787-1012

2. General information about the standard and system

Configure IEC 61850 devices generally

IEC 61850 is the current international standard used for electrical grid data communication and
electrical substation modeling. It is optimized for efficient and reliable transfer of process data
and commands within and between Intelligent Electronic Devices (IEDs) and substations. IEC
61850 has been designed for use over a (high-speed) data network.

Typically, the IEC 61850 protocol is used in substation internal communication with a fixed IP
address on an Ethernet network. If like to use on public network it is strongly recommend to
use a VPN tunneling and / or private APN network. The standard does not contain security
solutions in itself. The aspect of cyber-security is outside the scope of the standard, and
therefore it is mainly up to manufacturer and distribution companies to consider their
communication solution and system protection.

Normally the client, for example RTU (Remote Terminal Unit) configuration tools are designed
that they when connecting to the server (IED) starts automatically discovering the server
configuration. After a time, all servers nodes and attributes appears on the client program
display. Now the configuration work is only connects the IEC61850 attributes to the upper level
of protocol messages for creating ready communication witch goes outside the substation. The
upper level protocol can be for example IEC 60870-5-104.

The server (IED) device has an individual ICD-file describes all nodes and attributes it has. This
file can be used when configure the client instead of the actual connection to the IED. ICD-file
doesn’t consist |IP-addresses and therefore they must be gave manually or by using other
program or configuration tool is designed for configure all the substation’s IED devices.
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Describes the single line diagram of the Svst Fication tool
. . . stem specification tool —
.SSD | designed substation and the logical nodes Y P . _
] ) System configuration tool

which are required

IED fi tion tool —
ICD | Describes the capabilities of an I[ED contiguration oo
System contiguration tool

SCh Contain the communication information of the | System configuration tool —
' substation, all IED’s and describes substation IED configuration tools

Contains the individual IED’s communication IED configuration tool —

.CID
configurations. Describes the initiated IED IED

SCL-file extension descriptions

All of these files are same SCL (Substation Configuration description Language), based on
XML. All configuration tools accept ICD-file but during the configuration the extension
changes.

IED modelling

Individual IED’s are connected to the network by one network address. One physical device
can be defined by one (or many logical devices by a proxy server or as a gateway). Logical
nodes are construct from data classes, each of which contains data attributes. The standard
defines concepts and some rules for physical devices and for logical devices, but from logical
nodes to data attributes the definition is stricter. There are 355 different data classes which can
be divided into seven categories. These categories are: system information, physical device
information, measurand information, metered values, controllable data, status information, and
settings.

Class Model
cts - Access by network address
1

stVaI
1. Collections of logical nodes,
mplemented in one IED, 1.e. not
- distributed
1.°
Functions in the real devices
- 6.9 XCBR: circuit breaker

ata
ctrVal

Logical Devnc
e.g. Breakerl 1

1.0 Properties of logic nodes e.g. Position
« Dedicated data values

« Structured and well-defined
Physical Device , semantic
(Protection device) * Exchanged according to well-defined

rules and performance
= Configuration: assign selected
values and exchange mechanisms

The data point reference constructs in the same way as the IED is modelled. The reference
maps the data to understandable form, instead of an index number. The information can be

N
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understood without additional decoding aid. By using the IEC 61850 mappings in setting
software, monitoring software and in all such systems, the naming systems are universal and
easily understood. Notes, however, that the standard was originally designed specifically for
protection relays and therefore other devices are not as precisely defined between different
manufacturers.

Relayl/XCBRl$ST$POS$stVal IEC 61850 object name structure consist all

information. Instead of $ sig can be used
T { _ also dot (.)
Attribute
\_[ Data
Functional Constraint
Logical Node

Logical Device

Testing and monitoring IEC61850 server (IED)

In the market is lot of IEC61850 testing and monitoring tools. Most of the programs are
commercial and pay, but there are also free downloadable programs on internet. In this case
the programming community is anyhow not responsible about the code quality as well as in
commercial programs.

IED YED Explorer 0.79f Exp SCL Server & GOOSE
9 192.168.1.2 & 1]/SCL Fles L - ~ GooseSender @ GooseExplorer

'[E‘dTrE‘E"‘J\E‘\. 2 IedDataView X ReportsView Pol View CaptureView
IED View (MMS) | IEC View (61850} 2| » -| AutoUpdate [ms] | E

521 id - 192.168.12. Vendor - WAGO Kontaktechnik GmoH & CoKG. Mo: || Name [ Type Value c Address
[l WAGO1850ServerDevice WAGO61850ServerDevice/MVXNTAmp1 structure Dom = WAGO61850S erverDevice Var = MMXNTSMXSAmp1
Data e CHILD NODES s
LLNO WAGO61850ServeDavics/MMXN1 Amp1mag f floating_point 0 Dom = WAGOG1850ServerDevice Var = MMXN1SMXSAmp1$magst
— S: WAGO61850ServerDevice/MMXN1.Amp1.q bit_sting 00000000000...  Dom =WAGO61350S erverDevice Var = MMXN1SMXsAmp1sq
WAGO61850ServerDevice/MMXNT Amp1.t ute_time 1.1.1970200... Dom =WAGO61850ServerDevice Var = MMXN1SMXSAmp1st

G RP

-Fe DC

¥e CF

fc ST

LPHD1

Fe DC

fc ST

GGIO1

F¢ DC

¥G CF

-8 ST

Fe MX

@ zBATI

f¢ DC

FG CF

e ST

Fe MX

ZCONT

D) cAPCl

MWDXNT

#c DC

¥e CF

fC ST

FG WX

[-88 Amp1

0o Amp2

oo Amp3
DataSets

LLNOSDataSet01

LLNOSDataSet02

LLNOSDataSet03
Unbufiered Reports

LLNOSRPSReportBlockd1
Buffered Reports

(D LLN0SBRSReportBlock02

3 LLN0SBR$ReportBlock03

Files

Free IED Explorer has automatic updating and is enough for testing one IED device
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Fle Actions Options Help IU_ il =
£ openscL - [l Sovascl Q Discovar + 3 ACSISnifer | | ==
Pasi2 Pasi2
o L Q pasi2 LD WAGOG1850ServerDevice | 5 LD WAGO61850ServerDevice
= GAPC1
& Address 192.168.1.2 T caol
= Tz Data = @ uno
E 1D WAGO61850ServerDevice @ sT
GAPC1 CF
GGIO1 = @@ DC
LLNO ©
LPHD1 Re
MMXNL BR
ZBAT1 s EX
7CONL = @ LPHD1
= RP Unbuffered Reports [5)1(-:
o
B WAGD618505erverDevice/LLNO.RP.ReportBlock01 - MMXNL

= Re Buffered Reports
[ WAGO618505erverDevice/LLNO.BR.ReportBlock02
[ WAGO618505erverDevice/LLNO.BR.ReportBlock03
= bs Datasets
[ WAGO618505erverDevice/LLNO.DataSet01

= (@ mx
00 Ampl: { {f0.000000e+00 }, [0000000000000], (U01/01/1970_00:00:0

@ Amp2 { { f0.000000e+00 }, [0000000000000], (U01/01/1970_00:00:00.000,[00000000]
@ Amp3 { { f0.0000008+00 }, [0000000000000], (UOL/0L/1970_00:00:00.000,[00000000]

= (38 ST
E WAGDE18505erverDevice/LLNO.DataSet02 CF
B WAGD618505erverDevice/LLNO.DataSet03 bC

ZBAT1
@ zconl

Omicron IEDScout is a commercial very commonly used test program. The free demo version
is without automatic updating.

3. TCP/IP and hardware description

Wago 750-8202/025-002

The Wago 750-8202 controller is a compact PLC for the modular WAGO-1/O-SYSTEM.
Besides network and fieldbus interfaces, the controller supports all digital, analog and specialty
modules found within the 750/753 Series. Model 750-8202/025-002 has a limit of up to three
active modules. The passive 750-600 end module is always necessary.

e Two Ethernet interfaces and an integrated switch enable line topology wiring.

e An integrated Webserver provides user configuration options, while displaying
controller status information.

e Programming standard IEC 61131-3, when use IEC 61850 protocol with WAGO-

I/0-PRO (Codesys) V2.3

RS-232/RS-485

Linux operating system

Micro SD memory card and remote programming/updating is possible.

Firewall, OpenVPN and IPsec features

Dimensions: H 71,9mm x W 78,6mm x D 1000mn

Weight 2319

Enclosure 1P20, material polycarbonate, polamide 6.6

Operating temperature -20 ... 60 °C

Data cables and IPs in protocol converter application

The Wago controller Ethernet is now defined that the lower RJ-45 port X2 is for Modbus IP
master communication with Enedo Opus which is slave. This is a separate subnet and
therefore the IP-addresses can be constant in both ends (Wago and Enedo). The upper RJ-45
port X1 is defined for IEC61850 communication and its IP must be changed in case to case to
fits to the customer system subnet address. This port is also used for configure Wago (Web
Base Management (WBM).
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Modbus TCP/IP 1\;)2&1:8.2.10 a.b.c._ #192.168.2._
Wago odbus
r m Slave
IEC61850 |
One o Server
IED
device Opus WRS
k IEC61850 IP a.b.c.ny
r Other
IEC61850 IEDs (servers)
Subnet
inside the "
substation Upper level
Substation Data switch communication to
k the control room

IEC61850
IEC61850
Service PC Client
Test programs, web browser IP a.b.cy

IP a.b.c.x

Powering Wago

Wago 750-8202 controller auxiliary voltage is 24 Vdc. It can be vary between 18.0 - 31.2V (-
25+30%). Current consumption is 100 mA with this application. It is recommended that the
converter also be supplied with electricity in the absence of a mains AC power supply, as this
will ensure the operation of the SCADA connection in normal substation failure (battery voltage
backup).

Position | Description
1 System supply DC 24 V (-25 % ... +30 %)
2 System supply 0 V

Field supply

3 24V (-15 %/ +20 %)

4 ov

5 |Optional ground potential

gooooo
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4. Commissioning

Preparation

Consult your network administrator for correct IP address and configuration details before
connecting device into your environment.

Define IPs

In begin the service computer must be directly connected to the Wagon's upper X1 RJ-45 port.
The cable is an ordinary (direct) data cable. The factory setting of the Wago IP address port X1
is 192.168.1.2, so the address of the computer can be for example 192.168.1.3.

The computer IP setting when the cable is connected is with Windows 7 a follow:

5 D EH Control PanefAll Control Panel iems | = om  _om _om

File Bt ew Took Help %

- N s capababty, Offervise, you need o ask your nebwerk sdmstrator
Adjust your computer’s setting € - * i + ContiolPanel » AllControlPanel kems » Metwork snd Sharing Center orthe spmrurite P ceiine.

File Edt View Took Hep ) 0btan an  sdkress aviomasialy
View your basic network information and set up connections @) the fooung 1P 53

st R

£ Administrative Tools

sersime () ERCR-ET

Netmokig  Sharg

f——
,,,,,,,,, ) Rk P FE Py Cortotor 72

After this you can enter to the Wago WBM by calling the factory setting ip “192.168.1.2/wbm”
by web browser for example MS Explorer. Note that it is not allowed use same subnet address
in substation and Opus network if Wago ports X1 and X2 are in separated connection is factory
setting. This means for example that if substation IP is 192.168.1.x the Opus IP must be
different for example 192.168.2.x (netmask 255.255.255.0).

€ WAGO Ethernet Web-based Management - Internet Explorer =180 x|
G v [@ nuwsfo2.1681.20m Qe prpeniormatoe ] % varmennevihe | ¢ [ a0 £
(2 WAGO Ethemet Web-based... % || 1
WAE“ Web-based Management
. WAGO 750-8202 PFC200 Telecontrol ECO/T 2)
|« Tnformation Sou, 3) wBM
Usemame:
|- PLC Runtime 5 Local Time 12:11
pssvors: [~ Wago| 4) )
| wetworking -
e Firewan www-siuka x| O TCP/1P Configuration
o Clock . ) s [ Changes will take effect immediately. e
i Scourty message: plas ¢ your pax i Changes to the settings can have an impact on the DHCPD server. Please check that
' PLG Runtinge the DHCPD configuration is still correct (see page "Ports and Services” - "DHCPD"). Local Time 12:16
o =1 7) .. Local Date 2008205
|« Host-/Domain Name Configuration Type: (@) Static IP PLC Switch RUN
ODHce LEDs. us O @sys
O BootP usO @RUN
« Ethemet =
vaimess ] 9) ppeinted
R « Firewall oo " U3’ MS
. u0 Ow
|« openven / sec
x2
Security
-« Package Server Configuration Type: (@ static IP
|-« Legal Information Bra——— OoHep
") BootP
. Software Uploads o)
1P Address: 192.168.1.9
—» Ports and Services
Subnet Mask: 255.255.255.0 Submit
- sNup

How change the Wago IP address (1-10)

Give a new unique IP address fits in the substation subnet (point 9). Note, that after the Submit
(10) the communication stops. Now you must change the computer cable to the substation
network and set its IP that it is inside the subnet and that it is unique. Now you can connect the
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Wago X1 cable to the substation network. Connect also Wago port X2 to the Opus Ethernet
port and set Opus IP to address 192.168.2.10 (if the substation network is not 192.168.2.x).

It is also possible change the Wago internal routing that Opus can be communicated trough the
Wago. In this case the Opus gateway must be sat to 192.168.2.9 is Wago port X2 address and
in computer end you must give ROUTE ADD command.

@ OPUS/VIDI+ X @ WAGO Ethernet Web-based Manag: X =+
< C' @ Eiturvallinen | 192.168.1.2/wbm/index.php#interfaces

=% Sovellukset a Maps (& Googlefi B Google-kiantsja (& Google_haku 3 Vamp [:“’_._ Finder yritys : SMA ¢ Baidu @ Tulli_VEIVI 6 Web

Web-based Management

WAGO 750-8202 PFC200 Telecontrol ECO/T Username: admin

TCP/IP Configuration

Information Changes will take effect immediately. WEBM
rerTT Changes to the settings can have an impact on the DHCPD server. Please check that
untime the DHCPD configuration is still correct (see page "Ports and Services" - "DHCPD"). Local Time
Networking 1P Configuration X1 Local Date 2:
Host-/Domain Name Configuration Type: ») Static IP PLC Switch
DHCP
LEDs us
TR 1 ) BootP

us

Routing Subnet Mask: 255.255.255.0 ) .

uz2

Firewall
ui

Clock IP Configuration X2
Administration Configuration Type: =) Static IP

DHCP
Package Server BootP
Mass Storage IP Address: 192.168.2.9
Software Uploads Subnet Mask: 255.255.255.0 Submit
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Host-/Domain Name

TCP/IP

Ethernet

IP Forwarding through multiple intertaces

Enabled:

Static Routes

Routing

4)

Firewall

Clock

Administration

Package Server

Mass Storage

Enabled:

Destination Address:

Destination Mask:

Gateway Metric:

Enabled:

Destination Address:

Software Uploads

Destination Mask:

Ports and Services

Gateway Address:

Cloud Connectivity

C:\Users\>route add 192.168.2.0 mask 255.255.255.0 192.168.1.2

Gateway Metric:

C:\Users\>ping 192.168.2.10

llPing-iséntd: 192.168.2.10

isd@nnalta
isdnnalta
isdnnalta
is8&nndlts

192.168.
192.168.
192.168.
192.168.

32 tavua tietoja:

2.10: tavuja=32
2.10: tavuja=32
2.10: tavuja=32
2.10: tavuja=32

Ping-tilastot 192.168.2.10:
Paketit: Lahetetty = 4, Uastaanotettu
! (0% havikki),
Mlaruicitu kiertoaika millisekunteina:

Pienin = 1 ms,

Points 2) defines the substation subnet address

Suurin

= 3 ms,

must be equal like address 2).

DOC078562 A.01

Keskiarvo =

aika=3
aika=1
aika=1
aika=1

L

Ll

192.168.2.0

255.255.255.0

20

192.168.2.0

255.255.255.0

192.168.1.0

20

TTL=83
TTL=83
TTL=83
TTL=63

= 4, Kadonnut = @

1 ms

10

Submit

6)

Set Opus GW

192.168.2.9 9)

& 0PUS/VIDI+ - Internet Explorer

192.168.2.10

(22 OPUS/VIDI+

User:

Password:

is in terminal X1. Routing Gateway address 5)

©Enedo Finland Oy, 2020
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Checking the Opus Modbus registers on Wago WebVisu

You can enter to the Wago WebVisu Server which shows all Opus Modbus registers. The web
browser must be MS Explorer and the computer must have Java. Call the Wago by giving its IP
address alone. Running Java causes warnings which must be passed. It is not absolutely

necessary in commissioning use the Wago WebVisu but it is useful.

le |
D ¥
@ v &l 192,168.1.2 | g varmennevirthe || i 4| X | |
Sip Suoskit | 5 & . .
- i Security Warning E|

55|~ | @ 1nkernet Explorer

Risk:

Name:

Location:

Do you want to run this application?

WebVisualization

' Publisher: 35-Smart Software Solutions GmbH
/. )

https:/192,168,1.2

Running this application may be a security risk

This application will run with unrestricted access which may put your computer and personal
infarmation at risk, The infarmation provided is unreliable or unknown sa it is recommended nat ko
run this application unless vou are familiar with its source

Unable ta ensure the certificate used to identify this application has not been revoked.

fao

Select the box below, then click Run to start the application |

Cancel

All Modbus registers, measurements and the most important alarms are visible in Wago

WebVisu sheet.

@ CoDeSys WebVisualization

File Edit View Favortes Tools Help

112.09.19 16:39:15

\ Vendor: Efore

| Revision: 12092019

I
=

Q
=
[#))
W
N

E3

‘ Battery Voltage: 27.2 V

\ Load Current: 0.2 A

‘ Battery Current: 0.7 A

‘Tot Rect. Current: 0.9 A

‘Tot Inv. Current: 0.0 A

‘ Battery Temp: 0.0C

‘System Temp: 27.2C

DOC078562 A.01

I | X||x
= ||= ||== ||=
WlWw|w o
NI LR ||<

Qoo ||o

I ||
Q||Oo

11

Float charge active O
Boost charge active O
Battery test active O
Battery test fault O
Low system voltage O

High system voltage O

Load fuse fault O

Battery fuse fault O
System over temperature O
Boost charge active O

Rectifier fault

Rectifier over temperature O
Inverter system fault O
Battery over temperature O
Battery temp. sensor fault .
Float charge deviation O
Rectifier overload O
Communication error O

Ext. Alarm Group 1 O

Ext. Alarm Group 2 O

Ext. Alarm Group 3 O

Ext. Alarm Group 4 O

Other alarms .
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Testing IEC61850 MMS messages

For ensure proper operation, it is useful test the system with some IEC61850 testing and
monitoring tools (client). For example IED Explorer or Omicron IEDScout is suitable for this.
Find example how read battery voltage by using freeware IED Explorer:

=lolx|
+ 7 GooseSender @ GooseExplorer Logging levek:  Information )
i ' Reportsview Pol View CaptureView -
= |MEE -| Autolpdate [ms] |5 & Fnd
Name [ Type | value | Communication Address
® 192.168.1.2 = 1 [1] SCL Fies ~ouseSender @ GooseExplorer Logging level: Information
b IedTreeView ledDataView X ReportsView Pol View CaptureView
| 1ED View (MMS) | IEC View (51250) | *5 . (Lood] - AutoUpdate [ms] | 5
= # 1ed = 152 1681 2, Vendor - WAGO Ko 2 me [ Type [ value ] Communication Address [
5 avica T [ZBAT1 Volmag! | floating_point | 119 Dorm = WAGO61850ServerDevics Var = ZBAT1sMXsVolsmags!

3)

@~ Unbuferad Reports L
| »

al

1) Give the Wago X1 RJ45 port IP address

2) Start automatic server inspection

3) When server appears, go to the end of the object and see the attribute value.

4) This starts automatic value updating which is useful if like to see the attributes are changed
during the test.

5) This is the name of the object or data point that is required when configuring the RTU or
Client device.

Testing IEC61850 DataSets

In IEC61850 configuration the messages are grouped Datasets which can be buffered or
unbuffered. Each Dataset has triggering feature which is useful when like to minimize the
communication. The converter has three different datasets:

1) Measurements witch are float values and unbuffered
2) Alarm and state registers which are integer values and buffered
3) Alarms which are Boolean type, equipped with timestamp and are buffered

IEL TED Explorer 0.79f Exp SCL Server & GOOSE =10 i‘

@ 192.168.1.2 + [ 1] SCL Fles = - ~ GooseSender @ GooseExplorer Logging level: Information ()
TSR] RevortsView Pol View CaptureView =
IED View (MMS) | [EC View (1850) | > @ +| AutoUpdate [ms] |H & Find |
8] ied - 192.168.1.2, Vendor - WAGO Konta || Name [ Type [ value C ddress [
-[% WAGOB1850ServerDevice WAGOE1850ServerDevice/LLNOSDataSei01 [EDExplorer. Deletable = False, Defined = True
O | JE— CHIDNODES ————
@ o WAGOB1850ServerDevice/ZBAT1 Vol mag f floating_point 1225 Dom = WAGO81850ServerDevice Var = ZBATISMXSV.
@Lero WAGOE1850ServerDevice/MMXNT.Amp1.mag.f floating_point 0 Dom = WAGOB1850ServerDevice Var = MMXNTSMXSA
g g;g WAGO61850ServerDevice/ZBAT1.Amp.mag.f floating_point 0 Dom = WAGO61850ServerDevice Var = ZBATTSMXSA
@ zconn WAGO61850ServerDevice/MMXNT.Amp2 mag.f floating_point 0 Dom = WAGO61850ServerDevice Var= MMXNTSMXSA
@ GAPCT WAGO61850ServerDevice/MMXNT.Amp3 mag.f floating_point 0 Dom = WAGO61850ServerDevice Var= MMXNTSMXSA
@ MvxnT WAGO61850ServerDevice/GGIOT. Anlnz mag f floating_point 0 Dom = WAGO61850SeverDevice Var= GGIOTSMXSAN
DataSets WAGO61850ServerDevice/GGIOT. AninT mag floating_point 472 Dom = WAGO61850SeverDevice Var= GGIOTSMXSAN
fos | LLNOSDataSet01
B LLNOSDataSetn2
LLNO$SDataSet03
Unbuffered Reports
Buffered Reports
-~ Files
KN — o
LoaView s
Info =

120.5.2019 12:40:17.786] Information: Readina variable names: IEC61850 READ NAMELIST VAR]

120.5.2019 12:40:18 3661 Information: Readina variable specifications: [I[EC61850 READ ACCESSAT VAR

120.5.2019 12:40:19.087] Information: Readina variable values: IEC61850 READ MODEL DATAI

120.5.2019 12:40:19 626] Information: Readina named variable lists: [EC61850 READ NAMELIST NAMED VARIABLE LIST]

120.5.2019 12:40:19 6471 Infarmation: Readina variable lists attributes: I[EC61850 READ ACCESSAT NAMED VARIABLE LIST]

120.5.2019 12:40:19.752] Information: Init end: [EC61850 FREILAUF] -

Reading of the DataSet01 consist measurements.
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Using and getting ICD-file

Depending on the RTU hardware manufacturer, the

IEC61850 protocol system can be

implemented either by using ICD files provided by different devices (IEDs) or, alternatively, by
reading the corresponding information directly from the device.

To ensure that the ICD file is always available during system commissioning, it is stored in the
converter's memory. The file can be downloaded from memory by using the FTP protocol. The
figure below shows how to download a file with WinSCP from the converter's memory. The
default username is “root” and password “wago”. The FTP protocol is also available directly in
browsers, in which case the address is given as FTP://a.b.c.d with the rest being the IP

address of the converter.
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Because different device manufacturers have a slightly different format for the IEC61850 ICD
file, multiple ICD files have been stored in the converter's memory following different standard
versions. In addition to Wagon's own version, the memory includes four versions made with
Omicron's IEDScout software.
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OPUS IEC 61850 converter

Of the Omicron IEDScout files, “WAGO61850 28082020 3.iid” is compiled with the latest and
“WAGO61850_28082020_14.icd”, respectively, the oldest standard version. You should try the
oldest version first, as the IEC61850 system configuration software probably knows its format.

Both Wago and IEDScout have included an IP number in the ICD file. If it is not accepted by
the IEC61850 system software, it can be edited off with standard computer editing programs.
The name of the IED device can also be changed. The lines below highlight the IP address and
IED device name lines.

Bl 1ec61850_28082020.icd — Muistio =lolx

Tiedosto Muokkaa Muotoile Maytd Ohje

<?xml version="1.0" encoding="utf-§"?>
<5SCL xmins="http:/ /www .iec.ch/61850/2003/5CL" xmins:xsi="hitp:/ / www.w3.org/ 2001/ XMLSchema-instance">
«Private type="5erverPriority">23< / Private>
<Private type="Serverinterval">T#20ms< /Privatel
«Private type="SCLPrivateTagEnable">False< /Private>
<Header id="|JNEOAEIOE" nameStructure="TEDName" />
<I--Create on WAGO Kontakttechnik GmbH Co KG with Configurator Version 3.5.16 at 27.8.2020 10:20:47—>
<Communication>
<SubNetwork name="Node">
<Connected AT iedName="WAGO618505erver" apName="W1">
<Address>
Byl 107 168.1.17,
<P type="IP-SUBNET">255.255.255.0< /P>
<P type="IP-GATEWAY">102168.11< /P>
<P type="OSL-AP-Title">1,1,1,000,1< /P>
<P type="0SL-AE-Qualifier">12< /P>
<P type="0SI-PSEL">00000001</FP>
<P type="0S[-SSEL"~0001< /P>
<P type="0OSI-TSEL">0001</P>
=/ Address>
«/Connected AP>
< /SubNetwork>
</ Comnunication>
<IED name="WAGO618505erver" type="Telecontrol application" manufacturer="WAGQ Kontakttechnik GmbH Co KG" configVersion="3.5.16">
<Services>
<DynAssociation />
<GetDirectory />
<GetDataObjectDefinition />
<DataObjectDirectory /=
<GetDataSetValue />
<SetDataSetValue />
“DataSetDirectory />
“ConfDataSet max="20" maxAttributes="50" modify="true" />
<DynDataSet max="2" maxAttributes="20" />
<ReadWrite />
<ConfReportControl max="40" />
<GetCBValues />
<ReportSettings cblName="Conf" datSet="Conf" rptID="Dyn" optFields="Dvn" bufTime="Dyn" trg0ps="Dvn" intgPd="Dvn" /=
<ConfLNs fixPrefix="false" fixLnInst="false" />
“GO0OSE max="20" />

< |

Some IEC61850 system configuration software does not read third-party devices, although the
standard was originally intended to be device-independent. However, since all IEDs must be
included in the system, the software must always have a so-called the possibility of adding a
generic IED device.

The figure below shows how to create and display a generic device in ABB's PCM600
software. ABB's commercial IET600 configuration software is quite similar. In the picture is
assured that the ICD files are already stored in the computer's memory. The most important
things in the figure are sections 9 and 10 how to handle the downloadable ICD file when
downloading it to the system.
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OPUS IEC 61850 converter
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The PCM600 and IET600 software does not display the contents of attributes, which makes

generic IED commissioning a little more difficult. If desired, they can be checked with IEDscout
or IEDExplorer software.
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OPUS IEC 61850 converter

5. Configure the Client device

Find correct data points

The follow list consist all objects and data points are defined in converter program. IEC61850
standard defines much more objects are mandatory and available for reading or writing by the

client.

MMS Atributes have defined contents

No: IEC node IEC61850 definition Format in |IEC Holding register Efore definition
1 WAGO618505erverDevice/LPHD1.PhyNam.vendor Name plate vendor String32 Changeable on WebVisu
2 WAGO61850ServerDevice/LLNO.ReportBlock01 Unbuffered report DataSet01 Many attributes
3 WAGO618505erverDevice/LLNO.ReportBlock02 Buffered report DataSet02 Many attributes
4 WAGO61850ServerDevice/LLNO.ReportBlock03 Buffered report DataSet03 Many attributes
5 WAGO618505erverDevice/GGI01.NamPlt.vendor Name plate vendor String32 Changeable on WebVisu
6 WAGO618505erverDevice/GGIO1.NamPlt.swRev Name plate revision String32 Changeable on WebVisu
7 WAGO618505erverDevice/GGIO1.Alm1.stVal General single alarm True when fault  HR30.0 Mains fault
8 WAGO618505erverDevice/GGIO1.Alm2.stVal General single alarm True when fault  HR31.0 Earth fault
9 WAGO618505erverDevice/GGIO1.Alm3.stVal General single alarm True when fault  HR31.1 Load fuse fault
10 WAGO61850ServerDevice/GGIO1.Alm4.stVal General single alarm True when fault  HR31.2 Battery fuse fault
11 WAGO618505erverDevice/GGIO1.Alm5.stVal General single alarm True when fault  HR31.8 System over temperature
12 WAGO61850ServerDevice/GGIO1.Alm6.stVal General single alarm True when fault  HR32.0 Boost charge active
13 WAGO618505erverDevice/GGIO1.Alm7.stVal General single alarm True when fault  HR33.5 Rectifier fault
14 WAGO61850ServerDevice/GGIO1.Alm8.stVal General single alarm True when fault ~ HR33.7 Rectifier over temperature
15 WAGO61850ServerDevice/GGIO1.Alm9.stVal General single alarm True when fault  HR34.5 Inverter system fault
16 WAGO618505erverDevice/GGI01.Alm10.stVal General single alarm True when fault  HR36.5 Battery over temperature
17 WAGO0618505erverDevice/GGI01.Alm11.stVal General single alarm True when fault  HR36.7 Battery temperature sensor fault
18 WAGO061850ServerDevice/GGIO1.Alm12.stVal General single alarm True when fault  HR30.4 Float charge deviation
19 WAGO61850ServerDevice/GGIO1.Alm13.stVal General single alarm True when fault  HR31.3 Rectifier Qverload
20 WAGO618505erverDevice/GGI01.Alm14.stVal General single alarm True when fault ~ HR33.0 Communication Error
21 WAGO0618505erverDevice/GGI01.Alm15.stVal General single alarm True when fault ~ HR38.0 Ext. Alarm Group 1
22 WAGO0618505erverDevice/GGI01.Alm16.stVal General single alarm True when fault  HR38.1 Ext. Alarm Group 2
23 WAGO061850ServerDevice/GGIO1.Alm17.stVal General single alarm True when fault  HR38.2 Ext. Alarm Group 3
24 WAGO61850ServerDevice/GGIO1.Alm18.stVal General single alarm True when fault ~ HR38.3 Ext. Alarm Group 4
25 WAGO618505erverDevice/GGI01.Alm19.stVal General single alarm True when fault ~ HR30..38 with mask Summary of the other alarms
26 WAGO0618505erverDevice/GGIO1.Aninl.mag.f General single alarm Float32 HR16 Maximum system temperature
27 WAGO061850ServerDevice/GGIO1.AnIn2.mag.f General single alarm Float32 HR15 Maximum battery temperature
28 WAGO061850ServerDevice/GGIO1.Intin.stVal General integer value Intl6U HRO4 Boost charge state
29 WAGO618505erverDevice/ZBAT1.NamPlt.vendor Name plate vendor String32 Changeable on WebVisu
30 WAGO0618505erverDevice/ZBAT1.NamPlt.swRev Name plate revision String32 Changeable on WebVisu
31 WAGO618505erverDevice/ZBAT1.Vol.mag.f Battery voltage Float32 HR10 System voltage
32 WAGO61850ServerDevice/ZBAT1.Amp.mag.f Battery drain current Float32 HR12 Battery current
33 WAGO618505erverDevice/ZBAT1.BatTest.ctiModel Battery test Intl6U HRO3 Battery Test State
34 WAGO0618505erverDevice/ZBAT1.BatTest.stVal (Start) battery test True when On HR02.1 Battery test active
35 WAGO618505erverDevice/ZBAT1.TestRsl.stVal Battery test result True when fault  HR36.4 Battery test fault
36 WAGO61850ServerDevice/ZBAT1.BatLo.stVal Battery low True when fault ~ HR30.2 Low System Voltage
37 WAGO618505erverDevice/ZBAT1.BatHi.stVal Battery high (Overcharge) True when fault  HR30.3 High System Voltage
38 WAGO618505erverDevice/ZCON1.NamPlt.vendor Name plate vendor String32 Changeable on WebVisu
39 WAG0618505erverDevice/ZCON1.NamPlt.swRev Name plate revision String32 Changeable on WebVisu
40 WAGO61850ServerDevice/ZCON1.0pTmh.stVal Operation (time) Intl6U HRO2 Operation mode
41 WAGO618505erverDevice/GAPC1.NamPlt.vendor Name plate vendor String32 Changeable on WebVisu
42 WAGO618505erverDevice/GAPC1.NamPlt.swRev Name plate revision String32 Changeable on WebVisu
43 WAGO618505erverDevice/GAPC1.StrVall.setMag.i General application value IntleU HR30 System voltage alarms
44 WAGO618505erverDevice/GAPC1.StrVal2.setMag.i General application value Intl6U HR31 System fault alarms
45 WAG0618505erverDevice/GAPC1.5trVal3.setMag.i General application value Intl6U HR32 Miscellaneous system alarms
46 WAGO61850ServerDevice/GAPC1.StrVal4d.setMag.i General application value Int16U HR33 Rectifier alarms
47 WAGO618505erverDevice/GAPC1.StrVal5.setMag.i General application value IntleU HR34 Inverter system alarms
48 WAGO618505erverDevice/GAPC1.StrVal6.setMag.i General application value Intl6U HR35 Other modules alarms
49 WAGO618505erverDevice/GAPC1.StrVal7.setMag.i General application value Intl6U HR36 Battery alarms
50 WAGO618505erverDevice/GAPC1.5trVal8.setMag.i General application value Int16U HR37 Low voltage disconnection alarms
51 WAGO061850ServerDevice/GAPC1.5trVal9.setMag.i General application value Int16U HR38 External alarms
52 WAGO0618505erverDevice/MMXN1.NamPlt.vendor Name plate vendor String32 Changeable on WebVisu
53 WAGO61850ServerDevice/MMXN1.NamPlt.swRev Name plate revision String32 Changeable on WebVisu
54 WAGO0618505erverDevice/MMXN1.Ampl.mag.f Current for thermal model Float32 HR11 Load current
55 WAGO0618505erverDevice/MMXN1.Amp2.mag.f Current for thermal model Float32 HR13 Total rectifier current
56 WAG0618505erverDevice/MMXN1.Amp3.mag.f Current for thermal model Float32 HR14 Total inverter current
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OPUS IEC 61850 converter

Datasets

Measurements in RP DataSet01 (Unbuffered report)

No: IEC node IEC61850 definition Format in IEC Holding register Efore definition
1 WAGOG618505erverDevice/ZBAT1.Vol.mag.f Battery voltage Float32 HR10 System voltage
2 WAGO061850ServerDevice/MMXN1.Ampl.mag.f Current for thermal model Float32 HR11 Load current
3 WAGO61850ServerDevice/ZBAT1.Amp.mag.f Battery drain current Float32 HR12 Battery current
4 WAGO061850ServerDevice/MMXN1.Amp2.mag.f Current for thermal model Float32 HR13 Total rectifier current
5 WAGO061850ServerDevice/MMXN1.Amp3.mag.f Current for thermal model Float32 HR14 Total inverter current
6 WAGO618505erverDevice/GGIO1.AnIn2.mag.f General analoque input Float32 HR15 Maximum battery temperature
7 WAGO061850ServerDevice/GGIO1.AnInl.mag.f General analoque input Float32 HR16 Maximum system temperature

Alarm registers in BR DataSet02 (Buffered report)

No: IEC node IEC61850 definition Format in IEC Holding register Efore definition
1 WAGO618505erverDevice/GAPC1.StrVall.setMag.i General application value Int16U HR30 System voltage alarms
2 WAGO061850ServerDevice/GAPC1.5trVal2 .setMag.i General application value Int16U HR31 System fault alarms
3 WAGO618505erverDevice/GAPC1.5trVal3.setMag.i General application value Int16U HR32 Miscellaneous system alarms
4 WAGO61850ServerDevice/GAPCL.StrVald.setMag.i General application value Intl6U HR33 Rectifier alarms
5 WAGO61850ServerDevice/GAPC1.5trVal5.setMag.i General application value Int16U HR34 Inverter system alarms
6 WAGO61850ServerDevice/GAPCL.5trVal6.setMag.i General application value Intl6U HR35 Other modules alarms
7 WAGO618505erverDevice/GAPC1.5trVal7.setMag.i General application value Int16U HR36 Battery alarms
8 WAGO61850ServerDevice/GAPC1.5trVal8.setMag.i General application value Int16U HR37 Low voltage disconnection alarms
9 WAGO618505erverDevice/GAPC1.StrVal9.setMag.i General application value Int16U HR38 External alarms
10 WAGO618505erverDevice/ZCON1.0pTmh.stVal Converter operation value Int16U HRO2 Operation mode
11 WAGO618505erverDevice/ZBAT1.BatTest.ctiINum Battery test control number  Int16U HRO3 Battery test state
12 WAGO618505erverDevice/GGIO1.Intln.stVal General integer value Int16U HRO4 Boost charge state
Alarms in BR DataSet03 (Buffered report)
No: |IEC node IEC61850 definition Meaning Holding register.Bit Efore definition
1 WAGO618505erverDevice/ZBAT1.TestRsl.stVal Battery test result True when fault  HR36.4 Battery test fault
WAGO618505erverDevice/ZBAT1. TestRsl.t Battery test UTC timestamp
2 WAGO618505erverDevice/ZBAT1.BatlLo.stVal Battery low True when fault ~ HR30.2 Low System Voltage
WAGO618505erverDevice/ZBAT1.Batlo.t Battery low UTC timestamp
3 WAGO618505erverDevice/ZBAT1.BatHi.stVal Battery high (Overcharge) True when fault  HR30.3 High System Voltage
WAGO618505erverDevice/ZBAT1.BatHi.t Battery high UTC timestamp
4 WAGO61850ServerDevice/GGIO1.Alm1.stVal General single alarm True when fault  HR30.0 Mains fault
WAGO618505erverDevice/GGIOL1.Alm1.t Single alarm UTC timestamp
5 WAGO618505erverDevice/GGIO1.Alm2.stVal General single alarm True when fault ~ HR31.0 Earth fault
WAGO618505erverDevice/GGIO1.Alm2.t Single alarm UTC timestamp
6 WAGO618505erverDevice/GGIO01.Alm3.stVal General single alarm True when fault  HR31.1 Load fuse fault
WAGO618505erverDevice/GGIO1.Alm3.t Single alarm UTC timestamp
7 WAGO618505erverDevice/GGIO1.Alm4 . stVal General single alarm True when fault  HR31.2 Battery fuse fault
WAGO618505erverDevice/GGIO1.Alm4.t Single alarm UTC timestamp
8 WAGO618505erverDevice/GGIO1.Alm5.stVal General single alarm True when fault  HR31.8 System over temperature
WAGO618505erverDevice/GGIO1.Alm5.t Single alarm UTC timestamp
9 WAG0618505erverDevice/GGIO1.Alm6.stVal General single alarm True when fault  HR32.0 Boost charge active
WAGO618505erverDevice/GGIO1.Almé.t Single alarm UTC timestamp
10 WAGO618505erverDevice/GGIO1.Alm7.stVal General single alarm True when fault ~ HR33.5 Rectifier fault
WAGO618505erverDevice/GGIO1.Alm7.t Single alarm UTC timestamp
11 WAGO618505erverDevice/GGIO1.Alm8.stVal General single alarm True when fault ~ HR33.7 Rectifier over temperature
WAGO618505erverDevice/GGIO1.Alm8.t Single alarm UTC timestamp
12 WAGO61850ServerDevice/GGIO1.Alm9.stVal General single alarm True when fault  HR34.5 Inverter system fault
WAGO618505erverDevice/GGIO1.Alm9.t Single alarm UTC timestamp
13 WAGO0618505erverDevice/GGIO1.Alm10.stVal General single alarm True when fault  HR36.5 Battery over temperature
WAGO618505erverDevice/GGIO1.Alm10.t Single alarm UTC timestamp
14 WAGOB618505erverDevice/GGIO01.Alm11.stVal General single alarm True when fault  HR36.7 Battery temperature sensor fault
WAGO618505erverDevice/GGI01.Alm11.t Single alarm UTC timestamp
15 WAGO618505erverDevice/GGI01.Alm12.stVal General single alarm True when fault  HR30.4 Float charge deviation
WAGO618505erverDevice/GGIO1.Alm12.t Single alarm UTC timestamp
16 WAGO618505erverDevice/GGIO1.Alm13.stVal General single alarm True when fault ~ HR31.3 Rectifier Overload
WAGO618505erverDevice/GGI01.Alm13.t Single alarm UTC timestamp
17 WAGO61850ServerDevice/GGIO1.Alm14.stVal General single alarm True when fault ~ HR33.0 Communication Error
WAGOB618505erverDevice/GGI01.Alm14.t Single alarm UTC timestamp
18 WAGO61850ServerDevice/GGIO1.Alm15.stVal General single alarm True when fault  HR38.0 Ext. Alarm Group 1
WAGOB618505erverDevice/GGIO1.Alm15.t Single alarm UTC timestamp
19 WAGO618505erverDevice/GGI01.Alm16.stVal General single alarm True when fault  HR38.1 Ext. Alarm Group 2
WAGO618505erverDevice/GGI01.Alm16.t Single alarm UTC timestamp
20 WAGOB618505erverDevice/GGIO1.Alm17.stVal General single alarm True when fault  HR38.2 Ext. Alarm Group 3
WAGO618505erverDevice/GGI01.Alm17.t Single alarm UTC timestamp
21 WAGOB618505erverDevice/GGIO1.Alm18.stVal General single alarm True when fault  HR38.3 Ext. Alarm Group 4
WAGO618505erverDevice/GGI01.Alm18.t Single alarm UTC timestamp
22 WAGO618505erverDevice/GGI01.Alm19.stVal General single alarm True when fault ~ HR30..38 with mask Summary of the other alarms
WAGO618505erverDevice/GGI01.Alm19.t Single alarm UTC timestamp
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